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This report is part of the following deliverables of the SALEIE project:
D3.3 – Report on the survey of modules and programs aligned to the key challenge
subjects (existing ICT security study programs and modules)
D3.5 – Model curricula for key challenge subjects (ICT security model curriculum)
D3.6 – Experimental modules.
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“Good novels, if we are ready for them, transform us.
Good curricula should have the same effect.”
(Overly & Spalding, 1993)
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1 Introduction
The SALEIE project [1] Work Package 3 (WP3) is entitled Global Challenges. The aim is to
look at the needs of graduates in the field of Electrical and Information Engineering (EIE) in
key global issues, which are green energy, environment and sustainability, ICT, health (e.g.
medical applications of information technology knowledge) and modern manufacturing
systems (including robotics) etc. Previous projects, the EIE-Surveyor project and the
ELLEIEC project emphasized the need and importance of generic competences, including
entrepreneurial skills, the importance of designing learning as a socialization process, and the
use of project orientated learning methods where learning is based on a concrete problem that
target groups know from everyday life.
The SALEIE project focuses on global challenges identified by the Millennium project [2]
from the perspective of the higher education in the near future. The primary objective is the
future educational content in area of EIE as well as the structure of future study programs.
The fundamental questions that we put to are: (1) What global challenges reflect on higher
education? (2) What are the future job positions? (3) How will academic content change in the
near future? (4) Will students be prepared with achieved learning outcomes to face global
challenges? etc.
The Millennium project defined also Education and Learning Possibilities by the Year 2030,
where most of them are connected to EIE because technologies and internet of everything
afect our lives even today. Looking back over the past 30 years can give a sense of the
rapidity and magnitude of the changes we experience today and that are likely to accelerate in
the future.
The central focus of our research in the context of the SALEIE project’s WP3 was:
1. To identify priority areas of higher education (HE) in EIE disciplines that are meeting
both Global and European challenges of the 21st century. The methodology used was
expert based analysis.
2. To realize review of past monographs and a survey to identify existing programs
orientated to the key global challenges. To extract module content, learning outcomes,
level of achievement and assessment methods from these existing curricula. The
methodology used was survey. Regarding completing the form were addressed
university teachers and employers from across the European Union.
3. To identify group of future study programs for higher education those meet the global
challenges in the priority areas regarding the survey. The methodology used was
expert based analysis.
4. To propose a structure for future EIE curricula those meet the global challenges. The
methodology used was expert based analysis.
5. To define learning outcomes of individual future curricula. The methodology used was
expert based analysis.
6. To develop the reference curricula those reflect the Global and European challenges of
the 21st century. The methodology used was expert based analysis.
Group of experts was from area of EIE educators from almost all European countries as well
as from Turkey and Russia, where main contributors formed the collective of authors.
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2 Background
Each Member State of the EU is responsible for the organization of its education and training
systems and the content of teaching programs. In accordance with Article 165 of the Treaty
on the Functioning of the European Union (TFEU), the Union’s role is to contribute to the
development of quality education by encouraging cooperation between Member States and, if
necessary,
by
supporting
and
supplementing
their
action
(source
form_project_description_SALEIE_2012_v05_en.doc).
The EU identifies “New Skills for New Jobs” as an imperative for the future. This project
focuses on EIE modules and programs aligned to the ‘new’ jobs of the future – those in the
key global technical challenge areas. The project offers a team of EIE technical expert
academics who are very well placed to both propose new curricula, but also be develop
models sensitive to new teaching methods and the needs of all learners (source
form_project_description_SALEIE_2012_v05_en.doc).

2.1 The Strategy “Europe 2020”
Europe 2020 is a 10-year strategy proposed by the European Commission on 3 March 2010
for advancement of the economy of the European Union. It aims at "smart, sustainable,
inclusive growth" with greater coordination of national and European policy. It follows the
Lisbon Strategy for the period 2000–2010. The strategy identifies five headline targets the
European Union should take to boost growth and employment. These are [7]:


To raise the employment rate of the population aged 20–64 from the current 69% to at
least 75%.



To achieve the target of investing 3% of GDP in R&D (Research and Development) in
particular by improving the conditions for R&D investment by the private sector, and
develop a new indicator to track innovation.



To reduce greenhouse gas emissions by at least 20% compared to 1990 levels or by
30% if the conditions are right, increase the share of renewable energy in final energy
consumption to 20%, and achieve a 20% increase in energy efficiency.



To reduce the share of early school leavers to 10% from the current 15% and increase
the share of the population aged 30–34 having completed tertiary from 31% to at least
40%.



To reduce the number of Europeans living below national poverty lines by 25%,
lifting 20 million people out of poverty.

The priority of the Europe 2020 strategy is to achieve growth that is: intelligent - through
effective investment in education, research and innovation, sustainable - because the
transition to a low carbon economy, and inclusive - with a strong emphasis on job creation
and poverty alleviation. The strategy sets five ambitious objectives on employment,
innovation, education, poverty alleviation and climate and energy.
According to this strategy, EU has to increase the scope of employment for 75% of total
resources, it would need to create about 12 million jobs. But how to create jobs? At the
moment it is subsidized by artificially created jobs for graduates who are after their
graduation "without job" (there is currently a high proportion of graduates as it is shown in
6

Table I). In this case, however, is a real social threat. It is very questionable whether these
places are long term sustainable and ceased to exist after the end of subsidization by the
individual states. From a system point of view, however, this is only a deal with the
consequences, not the causes of the problem. The cause of this unemployment is existence of
group of graduates “without job”. The EU identifies “New Skills for New Jobs” as an
imperative for the future.
Table 2-1 Youth unemployment figures, 2011-2013Q4 (%) [8]

2.2 „The Societal Challenges” in the Horizon 2020
Horizon 2020 is EU Framework Program for Research and Innovation [4], reflects the policy
priorities of the Europe 2020 strategy and addresses major concerns shared by citizens in
Europe and elsewhere. It implements Europe 2020 and Innovation Union strategies.
A challenge-based approach will bring together resources and knowledge across different
fields, technologies and disciplines, including social sciences and the humanities. This will
cover activities from research to market with a new focus on innovation-related activities,
such as piloting, demonstration, test-beds, and support for public procurement and market
uptake. It will include establishing links with the activities of the European Innovation
Partnerships (EIP). Funding will focus on the following challenges:


Health, demographic change and wellbeing;
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Food security, sustainable agriculture and forestry, marine and maritime and inland
water research, and the Bioeconomy;



Secure, clean and efficient energy;



Smart, green and integrated transport;



Climate action, environment, resource efficiency and raw materials;



Europe in a changing world - inclusive, innovative and reflective societies;



Secure societies - protecting freedom and security of Europe and its citizens.

2.3 „The Global Challenges“ of the Millenium Project
The Millenium Project was initiated by the Smithsonian Institution, The Futures Group
International, and the United Nations University (UNU). It was created through a three-year
feasibility study funded by the U.S. EPA, UNDP, and UNESCO, in which participated over
200 futurists and scholars from about 50 countries.
One of the Millenium project outputs was identification of the 15 Global Challenges for
Humanity [5], shown on Fig. 2-1 .

Fig. 2-1 The 15 Global Challenges for Humanity (are updated annually continue to be the best
introduction by far to the key issues of the early 21st century) [2].

The 15 Global Challenges of the Millenium Project are:
1.

How can sustainable development be achieved for all while addressing global
climate change?

2.

How can everyone have sufficient clean water without conflict?
8

3.

How can population growth and resources be brought into balance?

4.

How can genuine democracy emerge from authoritarian regimes?

5.

How can decisionmaking be enhanced by integrating improved global foresight
during unprecedented accelerating change?

6.

How can the global convergence of information and communications technologies
work for everyone?

7.

How can ethical market economies be encouraged to help reduce the gap between
rich and poor?

8.

How can the threat of new and reemerging diseases and immune micro-organisms
be reduced?

9.

How can education make humanity more intelligent, knowledgeable, and wise
enough to address its global challenges?

10.

How can shared values and new security strategies reduce ethnic conflicts,
terrorism, and the use of weapons of mass destruction?

11.

How can the changing status of women help improve the human condition?

12.

How can transnational organized crime networks be stopped from becoming more
powerful and sophisticated global enterprises?

13.

How can growing energy demands be met safely and efficiently?

14.

How can scientific and technological breakthroughs be accelerated to improve the
human condition?

15.

How can ethical considerations become more routinely incorporated into global
decisions?

There are available many studies oriented to future challenges, future research methodologies
and future intelligence systems, but what is evident, all of these challenges report area of
Information and Communication Technologies (ICT) as future challenge area and moreover
ICT is included in almost all challenges. The challenge Global convergence of ICT proposes
the same reflection.
The Millennium Project identified 19 education challenges [2]:
1.

National programs for improving collective intelligence

2.

Just-in-time knowledge and learning

3.

Individualized education

4.

Use of simulations

5.

Continuous evaluation of individual learning processes designed to prevent people
from growing unstable and/or becoming mentally ill.

6.

Improved individual nutrition

7.

Genetically increased intelligence

8.

Use of global on-line simulations as a primary social science research tool

9.

Use of public communications to reinforce pursuit of knowledge

10.

Portable artificial intelligence devices
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11.

Complete mapping of human synapses to discover how learning occurs and thereby
develop strategies for improvement of learning

12.

Means for keeping adult brains healthier for longer periods

13.

Chemistry for brain enhancement

14.

Web 17.0

15.

Integrated life-long learning systems

16.

Programs aimed at eliminating prejudice and hate

17.

E-Teaching

18.

Smarter than human computers

19.

Artificial microbes enhancing intelligence

2.4 Selected Global Challenges correlating with ICT
The selected global challenges those correlate with ICT branch of EIE are challenge No. 6
Global convergence on IT and challenge No. 14 Science and Technology.

Global convergence on IT
As the integration of cell phones, video, and the Internet grows, prices will fall, accelerating
globalization and allowing swarms of people to quickly form and disband, coordinate actions,
and share information ranging from stock market tips to bold new ideas (meme epidemics).
China may pass the United States in the number of Internet users within two years; it already
leads the world in cell phone users. Fifteen years ago few people had even heard of the
Internet. Today it is the most powerful force in history for globalization, democratization,
economic growth, and education, facilitating international management of everything from
controlling the spread of SARS to accelerating scientific collaboration and creating new
organizational forms that are changing the nature of governance. Fifteen years from now the
majority of the world may be connected to the "planetary nervous system," making
cyberspace an unprecedented medium for civilization. This new distribution of the means of
production in the knowledge economy is cutting through old hierarchical controls in politics,
economics, and finance. It is becoming a self-organizing mechanism for an emerging and
collective computer/human intelligence, while international networks of experts are creating a
more intelligent "Semantic Web" by defining concepts for common understanding among
Internet users.
At the same time, civilization is vulnerable to cyber terrorism, power outages, information
pollution (misinformation, pornography, junk e-mail, media violence), and virus attacks. (The
probability of a catastrophic attack-global damages in excess of $100 billion from a chain of
combined events-has risen from 2.5% for 2003 to about 30% for 2004, according to mi2g
Ltd.) Microsoft says that these threats cannot be eliminated without a complete redesign of
the PC, not expected before 2005-06. Junk mail at mid-2004 is expected to reach 80% of emails worldwide, according to MessageLabs. Threats of information warfare, financial market
vulnerability, fraud, loss of cultural diversity, terrorist intercommunications, and knowledge
gaps all have to be addressed.
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Meanwhile, millions will jump from no cameras right to cheap Internet cell phone cameras,
with profound effects on global awareness. Mobile phones outnumbered fixed ones for the
first time in 2002. Computer Industry Almanac estimates that in 2004 the Internet population
will be close to 1 billion, and in 2007 might be 1.46 billion. In 1995, the United States had
75% of all Internet users in the world; today the digital divide is closing: there are 494.92
million Internet users in the industrial world and 290.79 million in the developing and
transition worlds, for a ratio of 1 to 1.7. Even as a percent of penetration the gap is closingfrom 41 to 1 in 1992 to 8 to 1 in 2002, according to ITU.
Forrester Research predicts that global e-commerce will expand to $6.9 trillion by 2004 and
to $12.8 trillion by 2006. Sales on eBay increased 60% over a year to reach $24 billion in
2003. InfoTech Trends predicts that the global B2B market will reach $5.5 trillion in 2004.
The Economist says "this market has the potential to become as perfect as it gets."
Science and technology
Most people do not appreciate how fast science and technology will change over the next 25
years. The synergies and confluence of nanotechnology, biotechnology, information
technology, and cognitive science-or NBIC-will dramatically increase individual and group
performance and the support systems of civilization. NBIC products will range from
biometrics to counterterrorism systems, from restoring brain functioning and eyesight to
increased longevity. E-textile cloths with nanotech threads of antenna, photovoltaics,
computation, sensors, ultrasound, and thermal regulation will be worn as a personal early
warning and response system. Laser flashes on the femtosecond (10 at -15 of a second)
timescale have tracked atoms rearranging themselves during chemical reactions.
The factors that caused previous changes-such as computer chips, telecommunications
bandwidth, new materials, genomics and biotechnology, computational sciences, international
standards, and collaborative software-are themselves changing at accelerating rates, with no
end in sight. People are surprised to learn that we can see proteins embedded in a cell's
membrane tens of billionths of a meter across, that organic transistors with a single-molecule
channel length have been developed, that gene variants for schizophrenia, depression, and
other mental diseases have been discovered, or that light has been stopped by a yttrium-silica
crystal and then released and has been slowed in gas and then accelerated, promising vast
improvements in computer capacity. Robot surgery has begun clinical trials, rats' movements
have been controlled by remote devices communicating with the animals' brains, an
electrocorticographic grid placed on the head of a player using only the signals from the
brains has played computer games, monkeys can control a robotic arm with their thoughts,
and nearly 13% of humanity is online.
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3 Proposed model curricula for ICT
Within the selected global challenges Global convergence of IT and Science and Technology
were, based on results of questionnaire on existing technical challenge focused modules and
programmes (Deliverable WP3.2 of the SALEIE project), proposed following future model
curricula for ICT:


ICT security (with three specializations (1) Bioelectronics security and safety, (2
Cyber-physical systems security, (3) ICT security)

Bioelectronics

Security and Safety

IT

Cybernetics

Fig. 3-1 ICT Security – Domains intersection



Social robotics



Augmented reality



Embedded and embodied sensors



Bioengineering



Nanotechnologies



Modern manufacturing systems (Factory of the future)

In all these identified future model curricula for ICT, the security is an important issue. This
document is from this point focused focus only on the ICT security model curriculum.
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4 Existing programs orientated to ICT Security
Existing study program orientated to ICT Security were divided into four categories, as shown
on Fig. 4-1.

Bachelor programs

Master programs

ICT Security
Bachelor modules

Master modules

Fig. 4-1 Categorization of existing study programs and study modules in higher education oriented to
ICT Security

4.1 Bachelor study programs
Summarization the research of existing bachelor study programs orientated to ICT Security is
located in Table 4-1.
Table 4-1 Bachelor study programs orientated to ICT security
Name of the study program:

International Professional bachelor in wireless networks
and security

University:
Country:
Availability:

Université de Grenoble-Alpes

Name of the study program:
University:
Country:
Availability:

IT Security / Information Engineering

France
http://iut-ancien.ujf-grenoble.fr/wins

Ruhr Universität Bochum
Germany
http://studienangebot.ruhr-uni-bochum.de/en/bachelor-1subject-8

4.2 Bachelor study modules
Summarization the research of existing bachelor study modules orientated to ICT Security is
located in Table 4-2.
Table 4-2 Bachelor study modules orientated to ICT security
Name of the study module:
University:
Country:
Availability (attachment):

Seguridade

University of Vigo
Spain
V05G300V01543_eng.pdf

13

4.3 Master study programs
Summarization the research of existing master study programs orientated to ICT Security is
located in Table 4-3.
Table 4-3 Master study programs orientated to ICT security
Name of the study program:
University:
Country:
Availability (attachment):

Cyber Security

Name of the study program:
University:
Country:
Availability (attachment):

Digital Forensics

Tallinn University of Technology
Estonia
http://www.ttu.ee/studying/masters/masters_programmes/cybersecurity/?id=84572

Tallinn University of Technology
Estonia
http://www.ttu.ee/studying/masters/masters_programmes/cybersecurity/?id=84573

Name of the study program:
University:
Country:
Availability (attachment):

Information Systems Security

Name of the study program:
University:
Country:
Availability (attachment):

Applied Civil Security and Safety

Name of the study program:
University:
Country:
Availability (attachment):

Cybersecurity

Name of the study program:
University:
Country:
Availability (attachment):

Protection of Information in Computer Systems and Networks

Name of the study program:
University:

VIBOT (VIsion & roBOTics)

Université de Technologie de Troyes
France
http://www.utt.fr/_resources/International/Telechargements/C
atalogueOfCourses20102011.pdf

Université de Technologie de Troyes
France
http://www.utt.fr/_resources/International/Telechargements/C
atalogueOfCourses20102011.pdf

New Bulgarian University
Bulgaria
http://ecatalog.nbu.bg/default.asp?V_Year=2013&PageShow=pr
ogrampresent&P_Menu=teachers&Fac_ID=4&M_PHD=&P_ID=24
10&TabIndex=1&P_Name=%CA%E8%E1%E5%F0%F1%E8%E3
%F3%F0%ED%EE%F1%F2%20%20%EC%E0%E3%E8%F1%F2%FA%F0%F1%EA%E0%20%EF
%F0%EE%E3%F0%E0%EC%E0

Sofia University St. Kliment Ohridski
Bulgaria
https://www.unisofia.bg/index.php/eng/the_university/faculties/faculty_of_math
ematics_and_informatics2/degree_programmes/master_s_degree
_programmes

ERASMUS Mundus: University of Burgundy, University of
14

Girona, Heriot-Watt University
Country:
Availability (attachment):

France, Spain, United Kingdom
http://www.vibot.org/modules.html

Name of the study program:
University:
Country:
Availability (attachment):

Biometrics

Name of the study program:
University:
Country:
Availability (attachment):

IT Security / Information Engineering

Université Paris-Est Créteil
France
http://www.international-education-biometrics.net/master/

Ruhr Universität Bochum
Germany
http://studienangebot.ruhr-uni-bochum.de/en/master-1subject-27

4.4 Master study modules
Summarization the research of existing master study modules orientated to ICT Security is
located in Table 4-4.
Table 4-4 Master study modules orientated to ICT security
Name of the study module:
University:
Country:
Availability (attachment):

ISACA® Model Curriculum for “Information Security
Management”
ISACA®
International
http://www.isaca.org/KnowledgeCenter/Academia/Documents/Model-Curriculum-InfoSecMgmt2ndEd.pdf

4.5 Conclusion of existing study programs orient
All identified study programs are focused on classical single-disciplinary IT Security. The
results of the research on existing programs orientated to ICT Security are summarized in the
Appendix A of this document. During the research there were not found any study programs
related neither to bio-sensor and actuator network security and safety, cyber-physical systems
security, automation security and safety nor man-machine interaction security and safety.
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5 ICT Security Curriculum – Bachelor level
5.1 Basic information
ICT security curriculum is not specialized within a bachelor study level. Proposed high master
study multi-disciplinary is opened, regarding acceptance of various study programs at
bachelor level, depending on the ICT security master specialization on which the bachelor
graduates focus.
The ICT security curriculum on master study level is accepting graduates from following
study programs:
1. Bioelectronics (Biometrics, Biomechanics, Embedied and embodied sensors and
related study programs)
2. Cyber-physical systems (Cybernetics, Automation, Robotics and related study
programs)
3. ICT security (Computer Networks, Computer Science and related study programs)

Table 5-1 Basic information of ICT Security Curriculum on Bachelor study level

Basic informations
Name of the study program
Specializations
Level of study
Number of credits needed for
completion of the study
program
Standard duration of study

ICT security
1. ICT Security
First (Bachelor)
180

3 years

ICT security study program on bachelor study level focuses on currently known application
areas as:
o Airports, banks, information systems, hospitals, ministries
o Cloud security
o Legal aspects, social engineering
Referred also as “information security” or “computer security” is the practice of defending
information from unauthorized access, use, disclosure, disruption, modification, perusal,
inspection, recording or destruction. IT security is nowadays the keyword from application
areas as airports, banks, information systems, hospitals, ministries etc. Regarding [8], were
defined Top 10 issues in IT security for 2014. The issues coming into view are in order: (1)
Insider threat isn't going away, (2) Cyber attacks, including government-sponsored, continue;
education and standards prioritized, (3) Enterprises deploy faster response and recovery
solutions, (4) “Social” the new frontier for cybercrime, (5) DDoS attacks get even bigger but
Botnets stick around, (6) Android to see a malware explosion, (7) Internet of Things extends
threats to “dumb” platforms, (8) Consumer products penetrate the perimeter, boost demand
for security protection, (9) Regional clouds proliferate and (10) Criminals prey on Windows
XP vulnerabilities. These are just the top 10 security issues for actual year 2014, but every
year brings new security challenges.
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5.2 Curriculum structure
Structure of the ICT security curriculum for Bachelor level is shown in Fig. 5-1. Proposed
structure on the bachelor study level consists of 6 semesters, where every semester has 30
ECTS credits. First four semesters belong to Basic courses module, where are fundamental
courses (e.g. mathematics, physics, computer science, electronics, sensors, ICT security
basics, communication, law, methodological course, technological awareness and English
language). Semester 5 is entitled the Specialized security module and its courses are focused
just on ICT Security issues. Semester 6 is also named the Specialized module, but within this
semester students will follow research thesis and individual internship focused on ICT
security.

Fig. 5-1 ICT Security curriculum structure for Bachelor study level

5.3 Learning objectives and outcomes
The Bologna process has made the qualifications framework of the European Higher
Educational Area based on three cycles and on learning outcomes central to curriculum
development in higher education in Europe. The Tuning Educational Structures in Europe
project recommended that learning outcomes be expressed in terms of competences. The
expression of educational program learning outcomes as inventories of competences has since
become the norm at the European level.
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However, the more recent European Qualifications Framework (EQF) for lifelong learning
utilizes a tripartite set of categories of learning outcomes, namely, knowledge, skill and
competence. The definition of competence used though overlapping with that used by Tuning,
is however NOT identical. The changing definition of the concept of competence and changes
in categorization of learning outcomes in Europe present potential impact on curriculum
development at the European level. It is proposed that the shift in the definition of
competence and in the categorization of learning outcomes should be taken into account in the
formulation of new European curricula or the updating of present ones so that they may
reference in a more direct manner to the levels of the European Qualifications Framework.
ICTs are rapidly evolving domain. Therefore, this proposed curriculum will focus on "how to
learn" (e.g. how to filter the resources). Important is also to be e.g. ability to "work as a team".
Within the ICT Security curriculum proposal will be used the EQF categorization of learning
outcomes. In the EQF, learning outcomes are defined as follows:
1. Knowledge – the outcome of the assimilation of information through learning.
Knowledge is the body of facts, principles, theories and practices that is related to a
field of work or study. In the context of the EQF, knowledge is described as
theoretical and/or factual.
2. Skill – the ability to apply knowledge and use know-how to complete tasks and solve
problems. In the context of the EQF, skills are described as cognitive (involving the
use of logical, intuitive and creative thinking) or practical (involving manual dexterity
and the use of methods, materials, tools and instruments).
3. Competence – the proven ability to use knowledge, skills and personal, social and/or
methodological abilities, in work or study situation and in professional and personal
development. In the context of the EQF, competence is described in terms of
responsibility and autonomy.
ICT security knowledge (bachelor level):

















Basic general technical knowledge of the profession of the work area (industry)
Grounding in basic knowledge of the profession of the work area
Basic knowledge of the project design and management
Understand fundamental structures and topologies
Understand a comprehensive security policy for any organization
Fundamental knowledge about requirements of industrial standards like ISO 27002
in compliance for securing computer networks
Wide knowledge about requirements of industrial standards like ISO 27002 in
compliance for securing computer networks
Understand the role of AAA and IPSec in securing networks
Fundamental knowledge of software tools and methods available for finding illegal
activities on computer disks and in computer networks
Knowledge of present biometrics technologies with respect to security issue
Knowledge of operating system architectures
Knowledge of security management strategies
Understand how to design and implement the concept of VPNs
Knowledge of ethical principles connected to data security
Fundamental knowledge of entrepreneurship
Etc.
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ICT security skills (bachelor level):















Analyze and manage networks administration tools
Implement, monitor and maintain a secure network consisting of enterprise level
routers and switches
Use and implementation the VPNs
Configuration security policy for any organization
Management of the security and incidence handling of systems
Setup the operating system security
Trace illegal activity on computers
Setup the system configuration that would prevent the criminal activity coming
from the Internet
Ability to measure the performance and if it fits the needs
Assure the systems and networks security
Design, configuration, realization and diagnose real-time systems in process control
Information management skills
Interpersonal skills
etc.

ICT security competences (bachelor level) are categorized into four categories:
1. Autonomy and responsibility
















Problem solving
Concern for quality
Capacity to adapt to new situations
Capacity for generating new ideas (creativity)
Autonomous working
Will to succeed
Decision making
Appreciation of ethical issues
Critical and self-critical abilities
Responsibility for managing high performance teams and resources, including in
extreme situations during site operation and structure management
Practical skills in project development and implementation
Considering the influence of a variety of factors
Responsibility during site operations
Evaluation of one’s own and other people’s performance
etc.

2. Learning competences







Capacity to learn
Capacity to apply knowledge in practice
Critical judgement one’s own preparation and the degree to which the acquired
knowledge is consistent with the knowledge required by the profession
Defining one’s own qualification
Gaining of further professional qualification
etc.
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3. Communicative and social competences

















Perform oral and written communication in native language
Communicate effectively in English language in technical context
Communicate effectively in second foreign language (some of the most commonly
used European languages)
Work in a team
Communicate with non-specialists (in the field)
Work in an interdisciplinary team.
Work in an international context
Leadership ability
Appreciation of diversity and multiculturality
Understanding of cultures and customs of other countries
Innovations making
Analyze of ideas, addressing of problems and solution proposal to equals and
seniors up in the hierarchy
Formulate and convincing opinions based on qualitative and quantitative facts,
arguments and criteria
Present one’s own views on particular and global issues clearly, judges and accepts
the arguments of interlocutors
Demonstrate commitment and solidarity towards others
etc.

4. Professional competences









Capacity for analysis and synthesis
Initiative and entrepreneurial spirit
Planning and time management
Innovations making
Gather, process and analyze data with the purpose of optimization
Contribute to the completion of operative tasks in conventional and unconventional
situations
Settle social, moral and ethical issues, especially in teamwork and trainings
etc.

20

5.4 Proposed curriculum for ICT Security Bachelor
Table 5-2 Module structure for ICT Security Curriculum on Bachelor study level
Bachelor Degree: 180 ECTS
Semester 1 – Semester 4 (120 ECTS)
Bsic courses module:
o
o
o
o
o
o
o
o
o
o
o

Mathematics
Physics
Computer Science (basic programming, mathematical programming, databases,…)
Electronics
Sensors
ICT Security (operating systems, networking)
Communication (Presentation technologies, ethics, )
Law (intellectual property, working law, law dedicated to security)
Methodological course (how to learn, how to do research, how to write papers)
Technological Awareness (state of technology, invited seminars with experts)
English language

Semester 5 (30 ECTS)

Semester 6 (30 ECTS)

Specialized module (30 ECTS):

Specialized module (30 ECTS):
o

ICT security:
o
o
o
o
o

Information systems design and application
Network security
Web application security
Security management
Project management
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Research thesis and individual internship

Table 5-3 Basic information of ICT Security Curriculum on Master study level
Term

Code

Name

Semester 1 - 4

ICT01B1-4

Mathematics

ECTS
credits
-

Semester 1 - 4

ICT02B1-4

Physics

-

Semester 1 - 4

ICT03B1-4

Computer Science

-

Semester 1 - 4

ICT04B1-4

Electronics

-

Semester 1 - 4

ICT05B1-4

Sensors

-

Semester 1 - 4

ICT06B1-4

ICT Security

-

Semester 1 - 4

ICT07B1-4

English language

-

Semester 1 - 4

ICT08B1-4

Communication (presentation technologies, ethics)

-

Semester 1 - 4

ICT09B1-4

-

Semester 1 - 4

ICT10B1-4

Law (intellectual property, working law, law
dedicated to security)
Methodological course (how to learn, how to do
research, how to write papers)

5

Type1

Assessment Method
continuous assessment
and final written exam
continuous assessment
and final written exam
continuous assessment
and final written exam
continuous assessment
and final written exam
continuous assessment
and final written exam
continuous assessment
and final written exam
continuous assessment
and final written exam
continuous assessment
and final written exam
continuous assessment
and final written exam
exams, assignments

C

Contact
lessons
-

Detail
Generic module

C

-

Generic module

C

-

Generic module

C

-

Generic module

C

-

Generic module

C

-

Generic module

C

-

Generic module

C

-

Generic module

C

-

Generic module

C

52

ICT10B1-4
Semester 1 - 4

ICT11B1-4

Semester 5

ICT12B5

Technological awareness (state of technology,
invited seminars with experts)
Information systems design and application

5

continuous assessment
and final written exam
continuous assessment
and final written exam

C

-

C

60

Generic module

ICT12B5
Semester 5
Semester 5

Semester 5

1

ICT13B5
ICT14B5

ICT15B5

Network security
Web application security

7

Continuous
assessment,
Laboratory assessment
and final written /
practical exam

Security management

C

ICT14B5
C

C = Compulsory course, OE = Obligatory elective course, V = Voluntary course
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56

Semester 5
Semester 6

ICT16B5
ICT17B6

Project Management
Bachelor research thesis and individual internship

30

Final project
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C
C

-

Generic module

6 ICT Security Curriculum – Master level
6.1 Basic information
Table 6-1 Basic information of ICT Security Curriculum on Master study level

Basic informations
Name of the study program
Specializations

Level of study
Number of credits needed for
completion of the study
program
Standard duration of study

ICT security
1. Bioelectronics security and safety
2. Cyber-physical systems security and safety
3. IT security
Second
120

2 years

6.2 Specializations
ICT Security is as well as in case of bachelor level a modular curriculum. The curriculum is
applied to selected areas of ICT, which we consider to future to be at risk in terms of safety
and security. The ICT Security curriculum is therefore modular, with three following
specializations:
1. Bioelectronics security and safety
o Biosensors
o Bioactuators
A biosensor is defined as a self-contained integrated device that is capable of providing
specific quantitative or semi-quantitative analytical information using a biological
recognition element (biochemical receptor), which is retained in contact direct spatial
with a transduction element [6]. Biosensor technologies resulting in commercial
production of versatile and portable instruments for many applications that greatly
impacts the bioprocess control, food quality control, agriculture, environment, military
and mainly medicine and clinical analysis. Biosensors include complex supporting
electronics for processing, communications, sample/fluid handling, user interfaces, and
power supplies. Today can be biosensor implemented as a device platform that combines
electronic components for sensing, medical diagnostics, communications and humanmachine interfaces, all on an ultrathin skin-like patch that mounts directly onto the skin
with the ease, flexibility and comfort of a temporary tattoo. Research in area of bioactuators, e.g. for external motion control by electrical stimulation of movement, is
currently at high-level.
2. Cyber-physical systems security and safety
o Automation
o Robotics
o Man-machine interaction
24

Industrial applications have different requirements compared to IT requirements for
security and therefore require different methods for security. While IT networks will
continue operating if a single computer fails, in most cases in industry, the production
process will stop if a single device fails or is disconnected from the network. Many
industrial processes require message timings on the order of milliseconds and 99.999%
availability. Industrial Control Systems, what is an equivalent of automation, is a specific
area that must be within the level of protection of the whole distributed control systems
integrated as at network level, as well as at the system and application level. Applicationlevel automation security standard currently addresses the external access rights of the
individual memory cells of the programmable automation controllers. The main focus is
on automation safety, security and diagnostics in automation. also referred as “HumanMachine interaction” or “Human-Computer Interaction” is nowadays multimodal area.
Man-Machine interaction area at present is not only unambiguous sensor-based (e.g.
mouse, keyboard, pen, motion tracking sensors, pressure sensors etc.), but also visualbased (e.g. facial expression analysis, body movement tracking, gesture recognition, gaze
detection etc.) and audio-based (e.g. speech recognition, speaker recognition, auditory
emotion analysis, sign detection as gasp, sigh, laugh, cry etc.). The area of man-machine
interaction is due to sensing, composition and storing of all those multimodal inputs great
challenge for data security as well as for human safety. This area is also specific
regarding the fact, that moves so far purely technical science into interdisciplinary areas
such as psychology, sociology, etc.
3. IT security
o Airports, banks, information systems, hospitals, ministries
o Cloud security
o Legal aspects, social engineering
Referred also as “information security” or “computer security” is the practice of
defending information from unauthorized access, use, disclosure, disruption,
modification, perusal, inspection, recording or destruction. IT security is nowadays the
keyword from application areas as airports, banks, information systems, hospitals,
ministries etc. Regarding [8], were defined Top 10 issues in IT security for 2014. The
issues coming into view are in order: (1) Insider threat isn't going away, (2) Cyber
attacks, including government-sponsored, continue; education and standards prioritized,
(3) Enterprises deploy faster response and recovery solutions, (4) “Social” the new
frontier for cybercrime, (5) DDoS attacks get even bigger but Botnets stick around, (6)
Android to see a malware explosion, (7) Internet of Things extends threats to “dumb”
platforms, (8) Consumer products penetrate the perimeter, boost demand for security
protection, (9) Regional clouds proliferate and (10) Criminals prey on Windows XP
vulnerabilities. These are just the top 10 security issues for actual year 2014, but every
year brings new security challenges.

6.3 Curriculum structure
Structure of the Master study level consists of 4 semesters with total number of credits120
ECTS. Semester 1 is named Fundamentals (Homogenity modul), where are courses that
ensure homogeneity of students from all four specializations on the bachelor level (e.g.
Advanced mathematics, Entrepreneurship, System analytics and modelling, Data analysis
(Big data), Scientific awareness, Network and System Administration, Introduction in
Cryptography and Security Codes, etc.). Next two semesters, Semester 2 and Semester 3 are
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advanced specialized modules and their courses are based on chosen specialization, every
specialization has different Semester 2 and Semester 3 modules. Semester 4 is named the
advanced specialized module and as in case of the Semester 6 at the bachelor level contains
research thesis and individual internship focused on ICT security specialization.

Fig. 6-1 ICT Security curriculum structure for Bachelor study level

6.4 Learning objectives and outcomes
ICT security knowledge (master level):










Advanced knowledge of the project design and management
Understand the complex structures and topologies
Understand how to design a comprehensive security policy for any organization.
Understand how to design and implement firewall technologies
Wide knowledge of software tools and methods available for finding illegal
activities on computer disks and in computer networks
Knowledge of state of the art in area of biometrics technologies with respect to
security issue
Knowledge of contingency planning
Knowledge of methods for implementing authentication, data confidentiality and
integrity such as Public Key Cryptography and Steganography
Knowledge of patents and Intellectual Property Rights
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Knowledge of juridical basis of cyber security
Knows and expresses theories, concepts, principles and observation of certain law
Has a wide spectrum of theoretical knowledge, part of which is specialized
knowledge in the respective field
Demonstrates critical understanding of the knowledge in the field of study and
interdisciplinary relationships
etc.

ICT security skills (master level):


























Define the functional architecture of an information system
Implement the methods and tools for enterprise risks management
Design and implement collaborative applications
Design and implement security policy for any organization
Develop security management strategies
Design and implement complex structures and topologies
Define an administration strategy
Define and implement a security management policy
Design network solutions integrating mobile technologies
Sense, process, filter and analyze large amounts of data (including voice and
image)
Understand and describe the biology-related issues regarding their anatomy
physiology from bioinformatics point of view
Design and control technological processes
Understand and design the architectures of the information and control systems in
all their levels
Diagnose the systems and to design and implement the systems for decision support
Create models and simulate the ICT systems
Has a research skills
Has a wide range of practical and cognitive skills in different fields of study
required to understand abstract problems and develop creative solutions
Carries out problem diagnostics
Carries out problem diagnostics and solving, based on contemporary research
through integrating knowledge from new or interdisciplinary fields, which are
related to implementation of research and introduction of inovations
Makes an adequate assessment of situations with insufficient or limited data and
unpredictability
Develops new and various skills as a response to emerging knowledge and
practices
Freely employs innovative methods and instruments in solving complicated and
unpredictable problems in a specialized field of work
Finds and supports arguments in solving interdisciplinary problems
Show initiative in a field of work and study in complex unpredictable contexts
which required finding solutions to problems with a number of interacting factors
etc.

ICT security competences (master level) are categorized into four categories:
1. Autonomy and responsibility
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Problem solving
Concern for quality
Capacity to adapt to new situations
Capacity for generating new ideas (creativity)
Autonomous working
Will to succeed
Decision making
Appreciation of ethical issues
Critical and self-critical abilities
Responsibility for managing high performance teams and resources, including in
extreme situations during site operation and structure management
Practical skills in project development and implementation
Considering the influence of a variety of factors
Responsibility during site operations
Evaluation of one’s own and other people’s performance
Can manage a complex project.
Knows to design and implement a contingency plan.
Can build administrative and organizational structures, independently manage
teams to find solutions to complex problems in unpredictable contexts with a
variety of interacting factors and possibilities
Demonstrates operational mastery in managing change in complex contexts o
shows creativity and innovation in projects development
Initiates processes and organizes activities which require very good coordination
Formulates policies and demonstrates leadership skills for their implementation
etc.

2. Learning competences










Capacity to learn
Capacity to apply knowledge in practice
Critical judgement one’s own preparation and the degree to which the acquired
knowledge is consistent with the knowledge required by the profession
Defining one’s own qualification
Gaining of further professional qualification
Systematically and thoroughly evaluates one's own knowledge, recognizing the
need for acquiring more knowledge
Demonstrates a high degree of autonomy, easily orients oneself to complex
educational content, adopting own approaches and methods to master it o uses a
variety of methods and techniques to master complex subject areas
Has a rich conceptual apparatus and is capable of conceptual and abstract thinking
etc.

3. Communicative and social competences





Perform oral and written communication in native language
Communicate effectively in English language in technical context
Communicate effectively in second foreign language (some of the most commonly
used European languages)
Work in a team
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Communicate with non-specialists (in the field)
Work in an interdisciplinary team.
Work in an international context
Leadership ability
Appreciation of diversity and multiculturality
Understanding of cultures and customs of other countries
Innovations making
Analyze of ideas, addressing of problems and solution proposal to equals and
seniors up in the hierarchy
Formulate and convincing opinions based on qualitative and quantitative facts,
arguments and criteria
Present one’s own views on particular and global issues clearly, judges and accepts
the arguments of interlocutors
Demonstrate commitment and solidarity towards others
Can express one's own opinion in a simple and clear way, formulates problems and
proposes possible solutions before expert and nonExpert audiences, using a large number of techniques and approaches
Develops and presents well- argumented opinions about social processes and
practices, making justified proposals for their improvement or change
Can communicate effectively in some of the most commonly used European
languages
etc.

4. Professional competences

















Ability to manage a complex project
Ability to design a contingency plan
Capacity for analysis and synthesis
Initiative and entrepreneurial spirit
Planning and time management
Innovations making
Gather, process and analyze data with the purpose of optimization
Contribute to the completion of operative tasks in conventional and unconventional
situations
Settle social, moral and ethical issues, especially in teamwork and trainings
Gathers, processes and interprets specialized information required to find solutions
to complex problems in a field of study
Integrates a wide spectrum of knowledge and sources in new and relatively
unfamiliar contexts make reasonable evaluations and finds solutions in complex
interactional contexts
Demonstrates adequate behaviour and interaction in professional and/or specialized
contexts
Ability to solve problems by integrating comprehensive sources in unfamiliar
contexts with insufficient information
Can initiate changes and manage development processes in difficult contexts
Becomes involved in important scientific, social and moral problems arising during
work or study processes
etc.
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6.5 Proposed curriculum for ICT Security Master
Table 6-2 Module structure for ICT Security Curriculum on Master study level
Master Degree: 120 ECTS
Semester 1 (30 ECTS)

Semester 2 (30 ECTS)

Fundamentals (Homogenity module):

Advanced specialized module:

Common modules:
o Entrepreneurship
o Advanced programming techniques
o Network and System Administration

Bioelectronics security and safety :
o Scientific awareness
o Digital Design (FPGA)
o Digital signal processing
o Bio-metrics techniques I
o Image Processing

Bioelectronics security and safety,
systems security and safety:
o System analytics and modelling
o Data analysis

Cyber-physical

IT Security:
o Advanced
mathematics
(e.g.
Probability
and Statistics)
o Introduction in Cryptography and Security Codes

IT security:
o Scientific awareness
o Information
systems
management(including
security)
o Contemporary Issues in Crime, Safety and
Security
o Advanced network security
o Systems for Detection and Prevention of Intrusion
Cyber-physical systems security and safety :
o Scientific awareness
o Artificial Intelligence and Machine learning
o Advanced industrial robotics
o Architectures of information and control systems
o Network Control Systems design

Semester 3 (30 ECTS)

Semester 4 (30 ECTS)

Advanced specialized module (30 ECTS):

Advanced specialized module (30 ECTS):
o

Bioelectronics security and safety :
o Ethics and intercultural communication
o Intelligent sensor systems
o Bio-metrics identification systems and video
surveillance
o Biometric techniques II
o Visual perception and 2D/3D computer vision
IT security:
o Ethics and intercultural communication
o ICT25M3 Semantic and social web
o ICT26M3 Distributed information systems
security
o ICT27M3 Cryptography and watermarking
o ICT28M3 Standards and Regulations for
Information Protection in Computer Networks and
Systems
Cyber-physical systems security and safety :
o Ethics and intercultural communication
o Intelligent sensor systems
o Network Control Systems reliability
o Visual perception and 2D/3D computer vision
o Security and safety issues of robotics
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Research thesis and individual internship

Table 6-3 Basic information of ICT Security Curriculum on Master study level
Term

Code

Name

Semester 1
Semester 1

ICT01M1
ICT02M1

Entrepreneurship
Advanced programming techniques

Semester 1

ICT03M1

Network and system administration

ECTS
credits

Type2

Assessment Method

Contact
lessons

Detail

C
C
5

continuous assessment
and final written exam

C

60

ICT03M1
Semester 1

ICT04M1

System analytics and modelling

5

oral presentation and
independent work, oral
exam

OE

ICT04M1

Semester 1

ICT05M1

Data analysis

OE

Semester 1

ICT06M1

OE

Semester 1

ICT07M1

Advanced mathematics (e.g. Probability and
statistics)
Introduction in cryptography and security codes

5

continuous assessment
and final written exam

64

OE

60

ICT07M1
Semester 2

ICT08M2

Scientific awareness

5

short oral
presentations, written
report, discussed
master project in
relation to selected
topics covered

OE

ICT08M2

Semester 2

ICT09M2

Digital design (FPGA)

OE

Semester 2

ICT10M2

Digital signal processing

OE

Semester 2

ICT11M2

Bio-metrics techniques I

OE

Semester 2

ICT12M2

Image processing

OE

Semester 2

ICT13M2

Information
security)

2

systems

management

(including

5

Oral, group based
presentation,
independent work,
written exam.

C = Compulsory course, OE = Obligatory elective course, V = Voluntary course

31

52

OE

64

ICT13M2

Semester 2

ICT14M2

Contemporary issues in crime, safety and security

6

exams, assignments,
seminar work

OE

60

ICT14M2
Semester 2

Semester 2

Semester 2

ICT15M2

ICT16M2

ICT17M2

Advanced network security

4

Systems for detection and prevention of intrusion

Artificial intelligence and machine learning

3








6

homework
assignments, essay,
exam, final evaluation

OE

practical tasks in lab,
lab report, written
exam, homework
assignment, final
evaluation

OE

project, test, final
exam

OE

40

ICT15M2
32

ICT16M2
56

ICT17M2
7.5

exams, assignments,
term project

64

ICT17M2

6

project, test, final
exam

56

ICT17M2
Semester 2
Semester 2

ICT18M2
ICT19M2

Advanced industrial robotics
Architectures of information and control systems

5

project, test, final
exam

OE
OE

52

ICT19M2
Semester 2
Semester 3
Semester 3

Semester 3

ICT20M2
ICT21M3
ICT22M3

ICT23M3

Network control systems design
Ethics and intercultural communication
Intelligent sensor systems

6

homeworks, technical
labs, project demo,
presentation and report

Bio-metrics identification systems and video
surveillance

OE
C
OE

ICT22M3
OE

32

45

Semester 3
Semester 3

Semester 3

ICT24M3
ICT25M3

ICT26M3

Biometric techniques II
Visual perception and 2D/3D computer vision

Semantic and social web

6

6

working with OpenImj
to achieve basic
computer vision
analysis, build basic
technique, group
coursework, exam
project, test, final
exam

OE
OE

45

ICT25M3

OE

56

ICT26M3
Semester 3

Semester 3

ICT27M3

ICT28M3

Distributed information systems security

Cryptography and watermarking

10

6

compulsory exercises
and lab work, written
or oral exam

OE

exams, assignments,
seminar work

OE

78

ICT27M3
60

ICT28M3
Semester 3

ICT29M3

Semester 3
Semester 3
Semester 3

ICT30M3
ICT31M3
ICT32M4

Standards and regulations for information
protection in computer networks and systems
Network control systems reliability
Security and safety issues of robotics
Master research thesis and individual internship

30

Final project

33

C

-

Generic module

6.6 ICT Security – topics of modulesu
6.6.1 Bachelor Level

6.6.2 Master Level

6.7
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Appendix A: Existing programs orientated to ICT Security are
summarized in the ICT
VIBOT (VIsion & roBOTics)
Name
Digital Signal Processing
Image Processing
Sensors Digitalization
Software Enginyering

Description
Nyquist, fourier analysis,
watermark

Applied Math
local culture
Probabilistc Robotics
Autonomous Robots

linear Algebra

Scene segmentation and interpretation
Visual Perseption
Medical Image Analysis

ML, PR
camera calibration
fractal, multifractal and spectral methods

Advanced Image Analysis

face recognition, pos estimation

software programing introduction

kalman, particles
Path planning, obstacle avoidance

Multi-sensor Fusion and Tracking
Robotics project

Name
Laws and regulation
security vulnerabilities
Digital Identity
Network security
Op. systems security
Database security
e-comerce
secure code programing
biometrics
security manage systems
tecnical auditoring
forensics analysis
advanced criptography
investigation methodologies

Name
System Security

MISTIC
type
(obligatory)
(obligatory)
(obligatory)
(m. networks & sys.)
(m. networks & sys.)
(m. networks & sys.)
(m. service & app.)
(m. service & app.)
(m. service & app.)
(m. sec. management)
(m. sec. management)
(m. sec. management)*
(m. investigation)
(m. investigation)

Description

Master of Professional Studies in Digital Security
university course code
Description
COMPSCI 725
Data security: confidentiality, integrity, availability. System
security: prohibitions, permissions, obligations,
exemptions.
The gold standard of dynamic security: authentication,
audit, authorisation. Governance: specification,
implementation, assurance.
Three-layer defence: prevention, detection, response.
Control modalities: architectural, economic, legal,
normative.
System-centric analyses: attacks, threats, vulnerabilities,
information flows.
Owner-centric analyses: functionality, security, trust,
distrust.
Data-centric analyses. Security techniques: encryption,
obfuscation, tamper resistance.
System designs.
Recommended preparation: 30 points from COMPSCI
313, 314, 320, 335, 340, 351, 702, 734, 742
Prerequisite: Departmental approval

39

Network Defence and Countermeasures

COMPSCI 726

Focuses on the use and deployment of protective
systems used in securing internal and external networks.
Provides a detailed understanding of technologies such as
intrusion detection systems, firewalls, anti-virus
responses, secure patch deployment, virtual desktop
protection, and a host of other security mechanisms.
This includes an examination of the infrastructure platform
protocols in use today such as ATM, MPLS, RSVP, IPv6,
and network switching.
The course also looks at national and international
standards in network security and explores the current
research and developments in this area.
Recommended preparation: COMPSCI 314 or equivalent
Prerequisite: Departmental approval

Cryptographic Management

SCIGEN 701

Focuses on the use and deployment of cryptographic
systems used in securing communications and data
storage.
Provides an overview of encryption algorithms and the
technologies and systems that support them including
symmetric key cryptography, public key infrastructure,
digital signatures and certificate technologies.
As a part of this overview, this course will concentrate on
the management issues of algorithm selection; encryption
key generation, distribution, and revocation; and strategies
for overcoming encryption security vulnerabilities and their
associated breaches.
The course also discusses best-practices and compliance
with national and international standards and explores the
current research and developments in this area.
Prerequisite: Approval of the Head of Department of
Computer Science

Advanced Information Security

INFOSYS 727

Security for Smart-devices

COMPSCI 702

Focuses on technical security issues of the end systems
used in today's information technology applications.
Presentation of the practical issues like identification and
authentication, security of operating systems,
cryptography, disaster recovery and contingency planning,
is accompanied by discussion of theoretical models
supporting these issues.
Managerial aspects of information security issues as well
as legal and ethical issues arising from protecting
computer files both from a New Zealand and world
perspective will be addressed.
Survey of the most popular platforms for smart-devices
(smartphones and tablets), with a focus on their security
features and usability.
Study of the security limitations of each platform, and of
the vulnerabilities that have been exploited in recent
attacks.
Characterisation of malware families and categories of
attacks performed by different malicious samples.
Contemporary research on overcoming security limitations
of the different mobile platforms.
Recommended preparation: COMPSCI 340
Prerequisite: Departmental approval

Advanced Topics in Human Computer Interaction

COMPSCI 705
Human aspects of computer systems, relevant to
commercial solution development and computer science
research.
Sample topics: support of pen-based interaction on a
range of devices such as digital whiteboards, tablet PCs
and PDAs;
technical infrastructure for pen-based interaction;
trends with domain specific user interface design,
such as interfaces for enterprise systems.
Recommended preparation: COMPSCI 345 or SOFTENG
350
Prerequisite: Departmental approval
Restriction: SOFTENG 702
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Advanced Design and Analysis of Algorithms

COMPSCI 720
Selected advanced topics in design and analysis of
algorithms, such as: combinatorial enumeration
algorithms;
advanced graph algorithms; analytic and probabilistic
methods in the analysis of algorithms;
randomised algorithms; methods for attacking NPhard problems.
Recommended preparation: COMPSCI 320
Prerequisite: Departmental approval

Software Tools and Techniques

COMPSCI 732
An advanced course examining research issues related to
tools and techniques for software design and
development.
Typical topics include: techniques for data mapping and
data integration, software architectures for developing
software tools, issues in advanced database systems.
The precise content may vary from year to year. Consult
the department for details.
Recommended preparation: COMPSCI 335
Prerequisite: Departmental approval

Advanced Internet: Global Data Communications

COMPSCI 742
The protocols and performance of local area networks.
The special requirements of very high speed networks
(100 Mb/s and higher).
Asynchronous transfer mode (ATM) and its relation to
other protocols.
The TCP/IP suite.
Recommended preparation: COMPSCI 314
Prerequisite: Departmental approval

Information Systems Research

INFOSYS 720
A substantive review of research in the discipline of
information systems.
Behavioural, strategic and social issues relating to the
design, implementation and impact of information
technology applications will be studied.

Information Modelling

INFOSYS 726
A study of various approaches to modelling information
systems.
Complex decision support problems are viewed as
abstractions made up of diverse objects such as data,
models and interfaces.
Focuses on the representation of the semantics of
complex problems and their manipulation.
Prominent approaches such as semantic, object-oriented,
structured and unified modelling are studied.
An organisational problem, modelled and implemented,
forms the project section.

Telecommunications Management

INFOSYS 730
Seeks to expose students to current issues in
telecommunications and computer networking as the
involved industries move towards network and service
convergence.
Uses a multidisciplinary approach consisting of
communications technology evolution, network economics
principles and legal and regulatory frameworks.
Cases include:
Ethernet and the battle for the local
area standard,
Carrier Ethernet as a wide area technology,
MPLS and VPLS,
cellular and data wireless communications,
next-generation networks VoIP,
IPTV.

Enterprise Resource Planning Systems

INFOSYS 737
Examines the cross-functional integrated computer-based
information systems, commonly referred to as Enterprise
Resource Planning (ERP) systems.
Systems, common business processes, reengineering/change management, and enterprise
reference models are introduced with a holistic and
research-oriented perspective.
Considers issues associated with the analysis, design,
implementation, and configuration of such enterprise
systems and investigates topics such as: supply chain,
planning and control systems, optimisation, scheduling
systems, electronic commerce and business information
warehousing.
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Research Methods - Quantitative

INFOSYS 750
A comprehensive review of the methodological issues in
systems research, including detailed coverage of
univariate and multivariate data analysis.
Prerequisite: Any Stage II Statistics or equivalent
Univariate Statistics course (consult the relevant Graduate
Adviser in the Faculty of Business and Economics)

Research Methods - Qualitative

Name
Network Security

INFOSYS 751

Focus is on the conduct and evaluation of qualitative
research. Reviews various qualitative research methods
and ways of analysing qualitative data and the challenges
of writing up qualitative research work for conferences and
peer-reviewed academic journals.

Master of Science in Computing ( Information Security & Digital Forensics)
university course code
Description
Module Aims:
Investigation of core security technologies and security
policies to mitigate risks.
Ability to review procedures for installation,
troubleshooting and monitoring of network devices to
maintain integrity, confidentiality and availability of data
and devices.
Knowledge of the technologies that underpin the
deployment and maintenance of a secure network.
Learning Outcomes:
Understand the requirements of industrial standards like
ISO 27002 in compliance for securing computer networks.
Implement, monitor and maintain a secure network
consisting of enterprise level routers and switches
Understand the role of AAA and IPSec in securing
networks.
Understand how to design and implement firewall
technologies that complement network policies in securing
the perimeter of a network.
Describe methods for implementing authentication, data
confidentiality and integrity such as Public Key
Cryptography and the use of VPNs.
How to develop a comprehensive security policy for any
organisation

Cyber Crime Investigation
Module aims:
Research into criminal activities on the Internet and
computer crime legislation.
Review the Computer Forensics Investigative
Methodology
Investigation of computer network intrusion activities and
detection tools.
Development of preventative measures to safeguard
computers and their users.
Learning outcomes:
Develop skills in tracing illegal activity on computers.
Understand the Forensics Investigative Procedures for
gathering evidence
Analyze the software tools and methods currently
available for finding illegal activities on computer disks and
in computer networks.
Research the criminal activity on the Internet and available
tools to prevent such activity.
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Business Continuity and Disaster Recovery
Module aims:
Analysis of IT failure modes and how such failures can be
mitigated
Research into disaster recovery technologies in an IT
environment
Development of tools and systems for building
redundancy into IT systems
Investigation of the role of high speed resilient network
infrastructures in providing for business continuance
Learning outcomes:
Develop the knowledge required to analyze IT
infrastructures and develop efficient plans for deploying
system redundancy and disaster recovery technologies to
meet business needs.
Research mandatory business continuance requirements
and data protection requirements for various industries
and service providers.
Investigate the design and implementation of strategies
and systems for protecting critical information assets.
Research various network technologies and topologies for
system redundancy, resilience and high availability.
Secure Communication and Cryptography
Module aims:
Identify vulnerabilities in data and voice communication
systems
Understand the different types of encryption processes
available
Learn how to secure data and voice communications
systems
Learning outcomes:
Select a secure communications solution from range of
possibilities based on system.
Understand how to implement proper secure
communications.
Analyze existing technologies and future new
technologies.
Research vulnerabilities in systems and identify best
solutions.
Biometrics
Module Aims:
Cover a broad range of approaches to biometrics
reflecting both fundamental principles and the current
state-of-the-art.
To develop an understanding of the fundamental
components common to all biometric systems.
To develop the student’s ability to design, implement, test
and evaluate biometric systems that conform to
international standards.
To develop the students ability to carry out research in
biometrics.
Learning Outcomes:
Modern biometric technologies and The generic
components of a biometric system.
Pattern recognition and feature extraction in biometrics,
Voice and face recognition systems.
Understand ethical and legal issues associated with
biometrics.
Select the most appropriate biometric for a given
application.
Testing and evaluating biometric systems with standard
test datasets.
Work with signal and image acquisition systems,
Deploying biometric systems.
Complete documentation to accompany designed
biometric systems.
Defend proposed biometric systems in an oral
presentation.

43

Digital Forensics
Module aims:
Investigate the Digital Forensics Investigative Procedures
Research how user activity can be tracked on a digital
device
Comparison of tools and techniques for digital forensics
Learning outcomes:
Develop skills in applying digital forensics investigation
techniques
Understand how information is stored and used on digital
devices
Analyze digital devices to establish user activity
Research the development of new devices and
technologies and how current digital forensics methods
will apply to them.
Final year of the Professional Bachelor’s Degree In Computer Networks and Telecommunications specialising in Wireless Networks and
Security
Name
Français Langue Etrangère

university course code
WINS1FLE

Description
Objectives
This is a basic course in French language (Français
Langue Etrangère/French as a
foreign language). The objective of this module is:
- to enable students to function in French in everyday
situations
- to encourage students to further their knowledge of
France and its culture
Programme
The course will be adapted to the students' standard in
spoken French.
1°Survival French - Basic communication skills in
everyday French including introductions/
description techniques etc.
2° Talks (in English) on the French/European economic
environment.

Communication skills in English

Competences
basic communication skills
Content
This course aims at learning how to use communications
tools, for oral presentation, written report, and also some
considerations on
how to prepare an application for a job in an international
context.

WINS1CC

Skills
Communication
Project Management

WINS1GP

Objectives
The purpose is to initiate students with the project
management.
Programme
This course is also practically implemented in the
academic project which should be resolved by students.
Competences
Project management
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Interconnection of networks and their security

WINS2R

Content
This course deals with computer networks. The essential
of network principles are sum up.
Lectures syllabus:
Topology: bus, ring, start, meshed networks
Circuit and packet switching: Connection and
connectionless networks
Elements of theory: Bandwidth and throughput
Encapsulation: OSI model
Layer 1: supports
Layer 2: Ethernet and IEEE standards, MAC layer –
Medium access - LLC
TCP/IP: Addressing – routing – elements of dynamic
routing - associated services: ICMP ARP
Services: DNS, Web, mail
Labs:
The underlying Operating System is mainly Linux.
TCP/IP configuration – Elements of OS management
(accounts – rights…)
Domain Name Service (Bind)
Web services (Apache)
Mail (postfix)
Routing: RIP OSPF on Cisco 26xx/28xx set-up
Vlans: Static and 802.1x negotiation
OS: Windows Active Directory – Mail (Exchange) + Cisco
Networking Academy: (E-Learning)
Knowledge
Layer model - TCP/IP family - Dynamic routing - Lan
architecture
Skills
Building IP based networks and configuring network
operating systems
- OS configuration (Linux and Windows)
- Routing
- servers, messaging on Linux and Windows
Competences
Configuring and maintaining a LAN network architecture
and associated services

2T: Telecommunications engineering

WINS2T

Syllabus
1. Introduction and history
2. Signal concept
3. Few measurement in telecommunications
4. Time to frequency relation
5. Signal transmission (carrier frequency)
6. Analog amplitude modulation and demodulation
7. Argument modulation
8. Transceivers and receivers structures
9. Band base transmission
10. General overview of numeric modulation
11. Frequency Shift Keying
12. Amplitude Shift Keying
13. Phase Shift Keying
14. Quadrature amplitude modulation
15. Signal multiplexing and introduction to protocols
Knowledge: Advantages, drawbacks and limitations of
analog and digital modulations, architecture of
transmission systems. Basis of time and frequency
multiplexing (CDMA, OFDM...) and overview of protocols
(SDH, PDH...).
Skills
Analyzes and performance evaluation of a transmission
system (binary rate, frequency rate, use of eye diagram...)
Competences:
To be able to identify a transmission system and all the
functions. Evaluation of digital transmission system
performances (SNR, BER...).
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3T: Cellular mobile communications

WINS3T

Syllabus
•
1. Introduction to cellular mobile communications.
•
2. GSM Physical Layer
•
3. GSM Protocol stack and procedures
•
4. GSM and Internet (data services)
•
5. Spread spectrum communications
•
6. Orthogonal frequencies division multiple access
(OFDM)
•
7. UMTS (3G)
Labs
•
Measurement with a mobile trace phone
•
GSM network monitoring
•
Radio interface monitoring. Spectrum analysis of
GSM radio signals
•
FH-SS and DS-SS signal simulation. CDMA
transceiver simulation.
•
OFDM signals simulation. OFDM transceiver
simulation.
•
Antenna measurements.
•
Radio frequency signals spectrum analysis.
Knowledge
mobile communications cellular systems structure & basic
principles, standards (GSM/GPRS/EDGE, UMTS), radio
frequency physical layer structure (GSM/UMTS), network
structure, communication protocols
Skills
configuration of a GSM mobile phone or base station, RF
measurements, trace of a base station or GSM/GPRS
network

3R1: Mobile computer networks

Competences
Installation, configuration, maintenance and testing of
base stations, testing and configuration of a mobile phone
Syllabus
Physical Layer: Modulations
Mac Layer: CSMA/CA
Site Survey and deployment
Security: Wep – 802.11i – WPA/WAP2
Elements on Mobile IP
QoS
Labs :
Cabling and interconnection - Wep Security (cracking)
Hotspot (Access Point + Radius + DBMS)
802.11i – WPA enterprise + Radius + EAP
Site Survey (AirMagnet-Solutions)
+ Fundamentals of Wireless LANs (Cisco Academy)

WINS3R1

Knowledge
Wifi standards
Security - architecture
802.1x architecture
Mobility
Skills
Configuration of devices (clients - Access points authentication servers )
Hotspot installing
Site surveys
Competences
Designing and maintaining a enterprise-level Wifi
architecture
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3R2: Security of communications

WINS3R2

Syllabus
1. Introduction to dependability, principles of security
(physical, exploitation, logical, application,
telecommunications…)
2. Strategies of attacks and organisms for security
3. Strategies and policies for security
4. Technologies for security
5. Security thanks to ciphering
6. Security Protocols
7. Virus
8. Security of wireless and cellular networks
9. Intrusion detection systems
10. Security thanks to networks administration and
management
Labs
• Interconnection (cracking of WEP keys)
• Firewall : installation and test of a firewall (filtering and
address translations)
• Cryptography with OpenSSL
• Audit, intrusion detection
Knowledge
Errors detection, symmetric and asymmetric
cryptography, security protocols, standards
Skills
Configuration of an operating system (Windows, W.
Server, Linux), configuration of a firewall, configuration of
a router (and
wireless router) and a client,

4PT1: Academic project

Competences
Designing, maintaining and auditing a secure network
architecture in its environment, contributing in the setting
of a security policy
Programme
The students will have to design a network with security
aspects and a wireless extension, to implement it, and be
audited by another group of students.
This work is achieved as teams of 6 to 8 students, the
students will have to organise themselves and take
opportunity of the course on "project management".
Some meetings with the teachers will be organised to
validate teh advancements of works.

WINS4PT1

Knowledge
Networking
Skills
Technical skills, communication, organizational skills
Competences
Teamwork, project management, multicultural
environment,
4PT2: Academic project audit

WINS4PT2

Content
This module concerns the security audit of a network
designed by another group of students during academic
projects, using vulnerabilities tools and analyzing the
provided documentation.
Skills
Technical skills, communication, organizational skills
Competences
Audit (technical, documentation…), Project management,
teamwork

2BD: Database management systems

WINS2BD

Design and development of a database

1D: Introduction to Internet Legislation

WINS1D

Programme
This aims at preparing the network administrators to the
Internet legislation throughout the world. This course is a
complement to the course on security
Knowledge
Internet law
Skills
Take into account law when designing and maintaining an
information system Regulation and policy
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4ST: Industrial placement in a company or research
laboratory

WINS4ST

Objectives
The purpose is to get a professional experience, and an
opportunity to apply the knowledge and know-how
(competences) acquired during the courses, on a pratical
situation.
In company, the training period could ideally be connected
as a part of a project, or several projects. It can also be a
participation in the everyday life of the company, if the
student can get new competences from this experiment.
Programme
A teacher is responsible for the contact with the company
(one visit during the training period, or one phone call if
the student is very far from Grenoble).
Some opportunities are proposed all around Europe, and
sometimes outside Europe, for students in the
international programme
Competences
Network administration – security – teamwork – project
management -

Courses

IVCM09/14 - Cybersecurity
Tallinn University of Technology
Module name
Goals and learning outcomes
General studies

Goals:
- to rise the general educational level of the student
- additional training in the fields where the preparation is
weak.
Learning outcomes:
- basic knowledge of entrepreneurship
- has a base for analyzing the ethical principles of the
problems occurring during the professional career
- has been trained in the fields where his/her preparation
is weak.

Compulsory
Legal Aspects of Cyber Security
Introduction to Combinatorics and Elementary
Cryptography
History of Art of War: From Ancient World to
Network-Centric Warfare

Core Studies in Cyber
Security

Goals:
The goal of the module is to create a sufficiently deep
basis
Learning outcomes:
- core knowledge in military science and its applications to
the cybersecurity
- core knowledge of juridical basis of cyber security
- has a basic knowledge of combinatorics and
cryptography

Compulsory
Network Technology I
Malware
Foundations and Management of Cyber Security
Information Systems Mass Attacks and Defence

Core studies

Goals:
The goal of the module is to give sufficiently deep core
knowledge in the speciality, obligatory for all students.
Learning outcomes:
- is obtained the basic knowledge in computer networks
- has an overiew of the attack and threats to the digital
systems
- knows how to manage the security and incidence
handling of systems.

Compulsory
Technology and the individual: ethics of law and
technology
Introduction to Entrepreneurship
Optional
Estonian Language and Culture I
Foreign Language for Science and Research
Techno-psychology
Innovation and creative problem solving
Introduction to Programming
Introduction to Information Technology
Social Informatics
Introduction to Internet Psychology
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Special Studies in Cyber
Security

Goals:
The module allows the student to select a specialisation in
the general area of cybersecurity. The courses can be
broadly split into technological, managerial and
cryptography-oriented subjects. A student has a possibility
to choose a set of courses suitable for her interests
and needs.
Learning outcomes:
- Is acquired deep specialised competence according to
the selected profile.
- Is acquired practical experience in many technologies of
cyberdefence and is able to deploy the technologies
- Is able to evaluate the composition of different methods
of cyberdefence and develop a strategy for cybersecurity

Compulsory
Privacy and data protection law
Overview of the Current Operating Systems
Digital Evidence

Core Studies in Digital
Forensics

Goals:
The goal is to give sufficient basic knowledge in the
relevant areas of law and computer systems
Learning outcomes:
On completing the module the student has
- a comprehensive overview of legal grounds in the
privacy, personal data protection and freedom of
information
- a knowledge of digital evidence, the collection and
storage of the digital evidence;
- an overview of current operating systems used in
different information and communication systems.

Compulsory
System forensic
Network Forensic
Methods of security incidence handling and cyber
forensic
Digital Forensics seminar

Special Studies in
Digital Forenics

Goals:
The module allows the student to select a specialisation in
the general area of digital forensics. A student has a
possibility to choose a set
of courses suitable for her interests and needs.
learning outcomes:
- Is acquired deep specialised competence according to
the selected profile.
- Is acquired practical experience in many technologies of
digital forensics and is able to deploy the technologies.

Compulsory
Cyberdefence Seminar
Principles of Secure Software Design
Principles of Secure Software Design: Project
Work
Optional
Organizational Theory and Psychology
Design and Development of Data Exchange Layer
for Government Information Systems
Data Mining and Network Analysis
Network Technology II
Computer Network Security
Special Course in Cyber Security
Malware II
Information Systems Hacking Attacks and Defence
Cyber Defense Monitoring Solutions
Simulation of Attacks and Defense
Information and Cyber Security Assurance in
Organisations
Practical Training
Cryptology I
Cryptology II
Cryptographic Protocols
Secure Programming Techniques
Secure Programming Techniques: Project Work
Applied Cryptography
Research Seminar in Cryptography
Special Assignment in Cryptography
Network Technology II
System Administration

Optional
Rights, Obligations and Liability of Actors on the
Internet
Data Mining and Network Analysis
Network Technology II
Computer Network Security
Malware II
Information Systems Hacking Attacks and Defence
Cyber Defense Monitoring Solutions
Introduction to Combinatorics and Elementary
Cryptography
Special Course in Digital Forensic I
Special Course in Digital Forensic II
Practical Training
Cryptology I
Applied Cryptography

Name

Communication, Multimedia and Electronics (CTU in Prague)
university course code
Description
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Information Security

Name
Information and Network Security

AE0M32IBE

Introduction to cryptology, basic terms
Steganography, Digital Watermarks, Digital Rights
Management
Block ciphers - DES, AES, Camellia, Mars, Serpent, RC6,
Blowfish
Stream ciphers (RC4, A5), Modes of Operation
(ECB,CBC,OFB,CFB,CTR, CCMP ?)
Public Key Cryptosystems - RSA, El-Gamal, DiffieHellman, ECC
Hash functions - MD-5, SHA-1, SHA-2, RIPEMD,
Whirlpool, Tiger
Authentication protocols (Needham-Schröeder, RADIUS,
TACACS, KERBEROS, DIAMETER, TESLA, TIK)
Protocol IPsec (AH, ESP, IKE, ISAKMP, Oakley)
SSL/TLS, WTLS, SSH
Security in LANs (ARP cache poisoning, DHCP spoofing);
Denial of Service Attacks
WiFi/Bluetooth/WiMAX Security
GSM/ GPRS/UMTS Security
VoIP security (H.323, SIP, SCCP, Skype)
Digital Signature, Certificate, Time Stamps, Certification
Authority

IMProVET (CTU in Prague and its project partners) -- see improvet.cvut.cz
university course code
Description
N/A
This module provides some basic information about
information and network security, i.e. how to ensure
information and network security, how to protect a
personal computer and how to mitigate different types of
security threats. It also includes a brief overview of publickey and secret-key cryptography and algorithms. Lastly,
some basic information on network security, including
secure protocols firewalls and intrusion detection systems,
as well as standard solutions for wireless networks
security are provided.
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